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JToT AOKYMEHT BXOAUT B KOMTIJIEKT NOCTaBKWN NMPOoAyKTa ViPNet, 1 Ha Hero PacnpoCTpaHATCA BCE YCI0BUA NNLEHSNOHHOTO
cornawieHusa.

Hwv oaHa 13 yacTeli 3TOro AokyMeHTa He MOXeT 6biTb BOCNpoUu3BeseHa, onybMKoBaHa, COXpaHeHa B 3/1eKTPOHHOW 6a3e AaHHbIX
nnn nepegara B Nt06oi Gopme nan NtobbiMu CpesCTBaMU, TaKMMU KaK S1eKTPOHHbIE, MEXaHUYeCKMne, 3anncbiBatoLLne Uam nHade,
ans ntobon Lenn 6e3 npeABapuTeNbHOrO NUcbMeHHoro paspelenns AO «HboTeKC».

. ®
ViPNet = aBnsaetca 3aperncrpuposaHHbiM ToBapHbIM 3HakoM AO «HpoTeKC».

Bce Ha3BaHWs KOMMaHW 1 NPOAYKTOB, KOTOPbI€ ABAAIOTCA TOBAPHbIMW 3HaKaMun Uamn 3apermcTpupoBaHHbIMU TOBapHbIMU 3HaKaMu,
nprHagnexat COOTBETCTBYHOLLMM BaajenblaM.

AO «MHpoTeKC»

125167, r. MockBa, BH. Tep. I. MyHULMMabHbIA OKPYr XOpoLIeBCKUM, ya. BuktopeHko, 4. 9, cTp. 1, nomety, 47
TenedoH: +7 (495) 737-6192, 8 (800) 250-0260 — becnnaTtHbIN 3BOHOK M3 Poccum (kpome MockBbi)

Canr: infotecs.ru

Cnyx6a noagepxku: hotline@infotecs.ru
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O AokymeHTe

B faHHOM JOKYMEHTE OMUCbIBAtOTCS BO3MOXHOCTU U HazHaudeHue cepsuca ViPNet® MFTP un cogepxumtca
MHPOpPMaL s, HeobXxoaMMas A/ ero HaCTPOMKMW.

ﬂ'OKyMeHT npejgHasHa4dyeH Ana chelyroumnx KaTeFOpI/IVI nonb3oBaTesen:
¢ aAMUWHUCTPATOPOB, BbIMOJIHAKOLWWX pa3BepTbiBaHNE N HaCTpOI‘/’IKy cetun ViPNet B cBOEM opraHunsauunu;

e onbITHbIX Noab3oBaTtener MO ViPNet, B coctas kotoporo Bxoaut ViPNet MFTP.

CornaweHmsa 40kyMeHTa

0O603HaueHue OnucaHue
HasBaHune Ha3BaHue 3neMeHTa nHTepderica: OKHa, BKAAAKM, NOAS, KHOMKK, CCbIAKU
Knaeuwa+Knaeuia CoueTaHue KNaBuLL: HaXMWTe MEPBYHO KNaBULLY M, HE OTMYCKas ee, HaXXMUTe BTOPYHD
MeHto > KomaHga MocnepoBaTeNIbHOCTL 31IEMEHTOB U AENCTBUI
Kon Wmsa daina, nyTb, PparMeHT Koda Uan KOMaHAa B KOMaHAHOW CTPOKe

I'Ipwmeanme. B AOKYMEHTE MOTYT NMPUCYTCTBOBaTb CHUMKUN VIHTep¢eI7IC8 M3 npeabiaymnx Bepcm7|
npoaykTa. |_|03TOMy HEKOTOpbl€ 3N1E€MEHTbI MHTepq)eVlCa, KOTOpPbI€ HE BINAKOT Ha NOHUMaHWME TEKCTa,
MOTYT BbIrNA4€Tb HE TakK, Kak B NPOAYKTe.

ViPNet MFTP 4. PykoBoacTBO agMuHuctpatopa | 5



O nporpamme

Cepsuc ViPNet MFTP npeactaBasieT coboil TpaHCMOPTHBIA MOAYb, KOTOPbLIV ABAAETCA KOMNOHeHTOoM 1O
ViPNet Client® for Windows (nanee — ViPNet Client) nan MO ViPNet Coordinator for Windows

(noaaep>kka nNpekpatyeHa) HaumHas ¢ Bepcun 4.5. ViPNet MFTP obecneunBaeT HagexHyto 1 6esonacHyto
nepegady TPaHCMOPTHbLIX KOHBEPTOB MeXAy y3namu cet ViPNet.

MoapobHee o paboTe cepBumca cM. pasgen OnvcaHune pabotsel MFTP,
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ObpaTtHasa CBA3b

KoHTakTHaa nHpopmaums
e EAVHbBIA MHOTrOKaHaAbHbIN TenepoH:
+7 (495) 737-6192,
8 (800) 250-0-260 — becnaaTHbIN 3BOHOK M3 Poccun (kpome MocCkBbI).
o Cnyxba nogaepxku: hotline@infotecs.ru.
®opma ana obpalyeHuns B Cyby NoaLep>KKY Yepes3 canT.

Tenerpam-kaHan nogaepxku: t.me/vhd21

TenedoH a1 KINEHTOB C paclUMpPeHHOW noasep>KKol: +7 (495) 737-6196.

e OTtpen npogax: soft@infotecs.ru.

[lononHntensHaa nHdopmauma Ha cante MIHpoTeKC
e O npoaykrtax ViPNet.
e O peweHusax ViPNet.
e Yacto 3ajjaBaemMble BOMpPOChHI.

o  ®opym nosnb3oBatenen npoaykTos ViPNet.

Ecnun Bbl 06HapYXXmMAKN YA3BUMOCTM B MPOAYKTax KOMMaHWK, COOBLMUTE O HUX NO agpecy
security-notifications@infotecs.ru. PacnpoctpaHeHune nHdopmaLmm 06 yasBUMOCTAX NPOAYKTOB
komnaHun NHboTeKC perynmpyeTcs noAUTUKOK OTBETCTBEHHOTO pa3srialleHus.

ViPNet MFTP 4. PykoBoaACTBO agMUHMCTpaTopa
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Onucanune pabotbl MFTP

TpaHcnopTHbIn Moaynb ViPNet MFTP obecneuvBaeT nepegayy KOHBEPTOB (CM. TUMbl KOHBEPTOB) MEXAY
y3namu. OH paboTaeT kak cnyxxba Windows 1 aBToMaTuyeckm 3anyckaeTcs npuw 3arpyske KOMnbroTepa.
HacTponku TpaHCMOPTHOTO MOAYAA BbIMOAHAOTCA B KOHPUrypaLunoHHoM daine (cM. OcobeHHOoCTH
HacTpoikm ViPNet MFTP).

Paccmotpum paboty ViPNet MFTP Ha npumepe nepegayn koHBepTa nporpammbl «PainoBbii 06MeH» ¢
OAHOrO CETEeBOrO y3/1a Ha APYror Yepe3 CBOW KOOPANHATOP, TO €CTb KOOPANHATOP, BbIMOAHAIOLWMNIA
$YHKLMIO TPaHCMNOPTHOTO cepBepa A9 JaHHOro CeTeBoro y3na:

Ceresoit yaen Ceresoit yaen
ornpasirens nanyyarens
1 2 3 4
, :‘ KoopauHaTtop Koopauxarop G
\ . oTnpasuTens nonyvarens gk o
T -4 L
ans
. B N

PucyHok 1. [Nepedaya koH8epma 4Yepe3 cgoli KOOPOUHAMop
1 Ha ceteBoMm y3ne oTnpasutens:
o Cnomoubto npunoxeHus «dainosbli obmeH» oTrnpasaeH dai.

o ®arin nomelLaeTcs B KOHBEPT, KOTOPOMY MPUCBAMBAETCA 3aroJIOBOK, COAepPKaLLmi
HGOpPMaLMIO 418 NPaBWILHON MapLIpyTM3aLnm KOHBEPTa B CETU.

o KOHBeprI nomMeLlarTca B nognanky OUT nanku KNrHOYen AAHHOro CeTeBoro ys3na.

o [Manka ouT nposepsetca ViPNet MFTP kaxgple 3 cekyHAbl. HalnaeHHble KOHBEPTbI
HanpaBAsOTCS Ha KOOPAMHATOP, Ha KOTOPOM 3apPerncTpupoBaH AaHHbI CETEBOM y3en.

2 Ha koopanHatope oTnpaBuTens:

o [MpvHATbIe KOHBEPTHI MOMELLLAtOTCA B Nanky IN. Ha KoopauHaTope aHaan3mpyeTcs agpecHas
MHPOpMaL s, cofep>Kallasncs B 3aroN0BKax KOHBEPTOB, M ONpeAensaeTcs ganbHenWwmnii MapLpyT
nepesayn KOHBEPTOB Ha CETEBbIE Y3/bl:

e Ec/v KOHBepT aApecoBaH KOOPAMHATOPY, TO OH 3abUpPaeTCs COOTBETCTBYHOLLUM
npuaoxeHnem («PannoBbii OOMeH>).

e  Ec/in KOHBEPT afpecoBaH CETEBOMY Y3y, 3aperMcTpMpOBaHHOMY Ha JaHHOM
KoopguMHaTope, To OH ByAeT OTNpaB/eH, KOrja CETEBON y3en NoJslyyaTtens yCTaHOBUT C HUM
coefuHeHNe.

e Ec/m KOHBEPT afpecoBaH ApYromMy KOOPAWHATOPY UAWN CETEBOMY Y371y,
3aperncTpMpoBaHHOMY Ha APYroM KOOPAMHATOPE, TO JaHHbIV KOOPAMHATOP MbiTaeTcs
YCTaHOBUTb COEANHEHMWE C APYTMM KOOPANHATOPOM.
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Ha aaHHOW cxeMe KOHBEPT agpecoBaH CETEBOMY Y3y, 3aperncTprpoBaHHOMY Ha ApYrom

koopamHaTtope cetn ViPNet, no3ToMy KOHBEPT NepesaeTcsa KOOpPANHATOPY NosyyaTesns.

3 Ha koopanHaTope nosnydatens:

(¢]

AHanusmpyetcsa agpecHas MHGOPMaLLMS, COAEPIKALLANACA B 3arolOBKE KOHBEPTA.

Eciv KOHBEPT agpecoBaH 3aperncTpMpoBaHHOMY Ha aHHOM KOOPAMHATOpPE Y31y, TO OH
nepekaajblBaeTcs B nanky ouT. Korga Mexay KOOpAMHAaTOPOM W CETEBbLIM Y3/10M MoJyyaTtens
ByfeT YCTaHOB/EHO COeAVHEHME, KOHBEPT ByAeT OTNPABAEH MO Ha3HAUEHUHO.

4 Ha ceTeBOM y3/1e nonyyartens:

o

Korpa ceTeBoW y3en nonyyatens yctaHaB/aVBaeT COeUHEHMEe CO CBOMM KOOPAMHATOPOM, ero
MFTP ckaHupyeT nanky oUT KoopauHatopa. KoHBepThl, agpecoBaHHbIe 3TOMY CETEBOMY Y31y,
nepekaablBaroTCA B Nanky IN CETEBOro y3na noay4datens. PacmonoxeHve nankuy IN, Takke Kak
W Nanku OUT, 3aBUCUT OT HAacTPOekK B KOHPUrypaunoHHoM darne mttpcont.xml (No
YMOJIYaHWIO 3TV Narnku HaXoAATCA B Marnke KAtuel CeTeBoro y3na).

MpunoxeHune «PannoBbIi 0OMeH» CKaHUPYeT nanky IN U Mo Ha3BaHWAM KOHBEPTOB
onpegensert, eCTb N B 3TON Narnke npuHagaexalyme eMy KOHBepTbl (CM. TUMbl KOHBEPTOB).
MNanka IN Tak>Xe NpoBepaeTca TPaHCMOPTHbIM MogyneM MFTP kaxgblie 3 cekyHAbl.

Ec/i BbINMO/IHEHBI COOTBETCTBYHOLLME HACTPOWKK, TO NOJIb30BaTeNb MOJyYaeT yBeAOM/IEHNE O
HoBOM Oaline.
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TVNbl KOHBEPTOB

TpaHcnopTHbIn Mogynb ViPNet MFTP nepesaet nidopmaumio B Buze KoHBepToB. KOHBEPT dopmmpyeTcs
B 04HOM 13 cnegytowmx nporpamm: ViPNet LieHTp ynpaeaeHus ceTbro, [lenoBas nouta, annosbin
0bMeH. KOHBEpPT COCTOUT 13 Tesla KOHBEPTa W 3arofoBka. Tesio KOHBepTa npeacTtaBaseT cobon dainn ¢
nepesaBaeMol nHGopmaLmen. B 3aronoBok BktoUeHa agpecHas MHbopmMaLms (415 NpaBUIbLHON
MapLUpyTU3aL M KOHBEPTOB B CETU), MAEHTUDMKATOPBI OTNPaBUTENs U Noay4daTenen, n nHdopmauma ansa
pacwmdpoBaHma cayyarHoro katoda. Ha caydanHom katode WndpyeTca Teno KOHBEPTa, a CydyanHbIn
KAOY WndpyeTcsa Ha kKitoye obMeHa 1 NOMeLLLaeTCs B 3aroN0BOK.

KoHBepTbl MOryT 6bITb CeAYOLLMX TUMOB:
e [lpvknajgHoOM KOHBEPT.
e [lpuknagHas KBUTaHLUS.
e TpaHcnopTHasa KBUTaHLMA.

e  CnyxebHblll KOHBEPT.

an/I!'IO)KeHVIFI pacno3HakoT NnpegHasHa4yeHHblE UM KOHBEPTbI MO MMEHWN. MmeHa KOHBEPTOB,
npuHaanexawmx npuioXXeHnro ,D,enosaﬂ noyTa, Ha4YMNHaKTCA C:

e @ (NpuknagHol KOHBEPT);
e K (npuknagHas KBUTaHLMA O JOCTaBKe KOHBePTA);

e R (NpuknagHas KBUTaHLMA O MPOUTEHUN KOHBEPTA).

ViMeHa KOHBEPTOB, NpUHaANexXalLmx NpuaoxeHnro GainoBbii 06MeEH, HaUMHAKOTCA C:
e ~ (NpuKNagHOM KOHBEPT);

o K (npuknagHaa KBUTaHUMA O JOCTaBKe KOHBEPTA).

ViPNet MFTP 4. PykoBoacTBO agMuHuctpatopa | 11



Pexxnmbl paboTbl Moaynd MFTP

B 3aBucumocTm ot MO ViPNet, B coctaB KOTOPOro BXOAUT TpaHCNOpPTHbIN Moayab ViPNet MFTP, oH
MOXET paboTaTb B O4HOM M3 ABYX PEXNMOB:

e  KJINEHTCKUN;

® CepBepHbIN.

KAMeHTCKMin pexxnm paboTbl moayansa MFETP

B knuneHtckom pexume ViPNet MFTP pabotaeT Ha koMnbtoTepe ¢ yctaHoBseHHbIM MO ViPNet Client.
TpaHCNopTHLIV MOZYJ/Ib CETEBOTO Y3/1a YCTaHaB/IMBAET COEANHEHME CO CBOUM KOOPAMHATOPOM, TO eCTb
KOOPAMHATOPOM, Ha KOTOPOM 3aperucTpUpoOBaH AaHHbIli CETEBOW y3€eJ, U NMPOBEPSET, ECTb N KOHBEPTHI,
aApecoBaHHbIe aHHOMY CETEBOMY Y3J1y.

B knneHTCckOM pexume MFTP moxeTt nepegaBatb KOHBEPTbI APYTUM KJIMEHTAM HanpAMYyHo UK Yepes
CBOW KOoOpAMHaATOP. Pexxum nepejayvyn KOHBEPTOB YEPE3 KOOpANHATOP ABJIAETCA PEXUMOM MO
YMOAYaHNIO U obecneunsaet HaAe>XXHYH nepeaadvy KOHBEPTOB.

CepBepHbIN pexmnm paboTel Moayas MFTP

TpaHcnopTHbIA Mogynb ViPNet MFTP, yctaHoBAEHHbIV Ha koopanHaTope B coctaBe MO ViPNet
Coordinator, paboTaeT B cepBepHOM pexunme.

ViPNet MFTP 3anyckaetca ogHoBpemMeHHO ¢ 1O ViPNet, B cocTaB KOTOPOro BXOAUT, U OCTaeTcs
aKTVBHbIM B TeYeHWe BCero BpeMeHun paboTbl Nporpammei.

B cepBepHoM pexunme MFTP B3aMMOAeNCTBYET C KIMEHTaMK, 3aperncTpupoBaHHbIMK Ha AaHHOM
KOOpAWHATOpPeE, 1 C APYTMMMN KOOPAMHATOPaMK, CBA3b C KOTOPbIMU YCTaHaBANBAaETCA afgMUHNCTPATOPOM
ceTn ViPNet B nporpamme ViPNet LleHTp ynpaBaeHus cetbto. Korga KOHBEpTbI MONYyYeHbI
KoopauHaTopoM, ero MFTP onpeaensieT ganbHeNWNn MapLUpyT UX Nepesayn Ha ceTeBble y3bl. [Mpumep
nepefayv KOHBEPTOB Yepe3 KOOPAMHATOP NPeACTaB/eH B BUAE CXEMbl B pa3gesie YnpaB/ieHne KaHanamm
nepegaun koHsepToB. CornacHo 3asaHHOM I0TUKe, MPY HaAN4YMK KOHBepTa cepBep AMBO caM HaunHaeT
yCTaHaB/AMBaTb COeAVHEHWE C APYTUM CEPBEPOM WM KINEHTOM (MO YMOAYaHWIO Takaa forvka
yCTaHOB/IEHa NpPW OTNpaBKe KOHBEPTa Ha ApYyron cepeep), MbBO oxuaaet, Korga c HAM YyCTaHOBUT
coefvHeHue Apyras CTOPOHa (Mo yMOAYaHUWIo 3Ta orvka paboTaeT Npy HaanyMm KOHBEPTOB ANS
KJINEHTA).

Ecav nuceMo nan daiin agpecoBaH HECKOIbKMM Moay4yaTensM, To GOPMUPYETCs MHOrOaApPEeCHbIN
KOHBepT. Teslo MHOToaAPecHOro KOHBEPTa WKdPYeTCcs OA4UH pa3 Ha CyYalnHoM katoye. YTobbl Bce
roJlyyYaTenyn Morau pacumdppoBaTh TENO KOHBEPTA, 417 KaXKAOTO U3 HUX GOPMUPYETCA OTAE/bHbIN
3aro/JIoBOK — YacCTHbIl 3aro/I0BOK KOHBepTa. B KaXAbI YacTHbIV 3aro/10BOK KOHBEPTa NoMeLLaeTcs
CNyYarHbIN KNtOY, 3alIMPPOBaHHBIV Ha kitoye obMeHa.
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OcobeHHOoCTM HacTpoukm ViPNet
MFTP

TpaHCNOPTHBIV MOAY/Ib UMEET ONTUMaJIbHbIE HACTPOMKM MO YMONYaHMIO, A0CTaTOUHblE A4 PaboThl
nporpamm ViPNet. Ecam ctaHAapTHbIe HAaCTPOWKM He NoaxoaaT ans Baweit cetn ViPNet, BHecute
M3MEHeHUA B KOHPUIypaLMOHHbIN ¢alin mftpconf.xml. [10 yMOAYAHWIO OH PaCMoOOXEH B Narnke
K/JHOYEN 1N CrpPaBOYHUKOB:

C:\ProgramData\Infotecs\ID V¥ama\

KoHdurypaumoHHbIin $ainn cosgaetcs npv nepBor ayTeHTUGUKALMN NONb30BATENA U COAEPXKUT efuHble
HaCTPOWKMN TPAHCMOPTHOTO MOAYASA A1 BCEX MOJIb3OBaTeNel CEeTEBOTO y3a.

MpumeyaHue. Ecan Ha y3ne 3aperncTpMpoBaHO HECKO/ILKO MOJIb30BaTeNen 1 B nanke Kitouen
HeT KoHbUrypaumoHHoro dainna mftpcont . xml, nepesanyctute cnyx6y ViPNet
TpaHcnopTHbI Mogynb (MFTP).

MNepeg pepakTMpoBaHneM KOHGUrypaunoHHoro daiina cnegyet octaHoBUTb ciyxby ViPNet
TpaHcnopTHbIW Mogynb (mftp), a nocne BHECEHUS U3MEHEHWIA 3aMyCTUTb BHOBb.

[ns ynpaBneHuna coctosaHnem cnyx6el MFTP:

1 B meHto Myck > Cpeactsa agmuHuctpmposannsa Windows (uav B MaHenun ynpasnenns Windows >

AAaMUHUCTpUpOBaHUe) Bbibepute Cayxobl.
3ateM B cnucke cnyx6 Boibepute ViPNet TpaHcnopTHbin Mogynb (mftp).

2 B kOHTeKkCTHOM MeHo cnyxbbl MFTP BbibepnTte OcTaHOBUTL MK 3anyCTUTD.

ViPNet MFTP 4. PykoBoACTBO aZMUHUCTpaTopa |
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YnpaBaeHune kaHanamuy nepesadm
KOHBEPTOB

O6bmeH KOHBEPTaMUnN MeXAYy CETEBbIMU Y3JlaMN MOXET OCYLLECTBAATbCA MO pPa3inNYHbIM KaHasaM.
TpaHCFIOpTHbII?I MOAynb nNoaAep>XUBaeT ciejytouine KaHalbl nepejayvyn KOHBEPTOB:

e Kanan MFTP. lNpu cBs3un no kaHany MFTP ycraHaBameaeTcs TCP-coeamHeHme ¢ y3nom-nonyvatenem
KOHBEPTOB, NPOBOANTCA B3anUMHan ayTeHTUMKALLMA Y3/10B 1 OCYLLECTBAAETCA MpreM 1 nepejava
KOHBEpPTOB ApYr Ana Apyra. [1pn BOCCTaHOBIEHNN COeANHEHMA MOCe pa3pbiBa KaHana cBA3N
TpaHcnopTHbI Moaynb MFTP npogonxkaer nepesady KOHBEPTOB C TOFO Xe MeCTa, YTO 0COHEeHHO
BaXKHO Ha IMHMAX C HeCTabnbHBIM COeAMHEHNEM.

Mo kaHany MFTP coeanHeHne MOXET BbINONHATLCA Yepes KOOPAMHATOP UAN MeXAy CeTeBbIMU

y31amu Hanpsamyto.

e JlokasbHbIW KaHan. MNpwv cBA3M NO JI0KasbHOMY KaHay Ucxoasllme KOHBEepPTbl MOMELLAroTCsA B Marnky,
yKa3aHHYIo B HacTpOWKax 3TOro KaHana. Bxogsiine KoHBepTbl 3abMpatoTcs 13 nanku, ykasaHHoW B
KOHOMrypaLum TpaHCMOPTHOTO MOAYA.

Mo ymonuaHuto BCe KOHBEPTbI, MAYLLME UEPE3 CETEBON y3€eN B paMKax CBOEN CEeTU, ByAyT MPOXOAUTb MO
kaHany MFTP uepes koopanHaTOp, Ha KOTOPOM 3aperncTpMpPOBaH AaHHbIV ceTeBon y3en. To ecTb uepes
TPaHCMOPTHbLIV CepBep CETEBOTO y3a.

LieHTp ynpaenesua

Keopanuatop

e 3

Knuewt 3 Knwext 1 Knnenr 2

PucyHok 2. [Mepedaya koHeepmos Yepes caoli KoopOuHamop

B cnyuae, ecnm HaCTPOeHO MeXceTeBOe B3aUMOAENCTBIME, MO YMOYaHWIO Nepesayva KOHBEPTOB y31aM
APYrov cetn ocyuecteaseTca no kaHany MFTP B cooTBeTCTBUM C MapLUpyTHbIMK Tabanuamu yepes
LLIFO30Bble KOOPAMHATOPSbI.

ViPNet MFTP 4. PykoBoACTBO aZMUHUCTpaTopa |
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PucyHok 3. ObmeH koH8epmamu 4Yepe3 wWii0308ble KOopOUHAmMops!

OfHaKo MOXEeT BO3HMKHYTb HEOBXOAMMOCTb Nepesaun KOHBEPTOB MO APYrMM KaHasiaM, Koraa

ncnonbzoBaHve TCP-kaHa 0B HEBO3MOXHO WM eCTb NMpobaembl C ZOCTYNOM K KOopAnHaTopy. B Takux
Clyyasix HaCTPOWMKN MapLUpyTH3aLmMy KOHBEPTOB MOXHO U3MEHUTb. Bbl MOXeTe HacTpouTs nepegady

KOHBEPTOB HanpsaMyto Mexay y3namu (no kaHany MFTP) (cm. lNepesava KOHBEPTOB MeX Ay y3iamu
Hanpamyto).

Hactpoiikn kaHas0B nepesayun KOHBEPTOB M NapaMeTpPoB fnepesayv NPOU3BOAATCA B
KOHduUrypaumnoHHoMm ¢aiine (cm. Cekuymsa Channel).

[lepesada KOHBEPTOB MEXAY Y31aMM HAMPAMYHO

Mepeaava KoHBepTOB MO KaHany MFTP no3sossier kiveHTaMm 06MeHUBATLCA JaHHbIMM, KOTAa

KOOPAMHATOP MO KaKoh-IMbo NpuumHe HeAoCTyrneH. Takke BO3MOXHOCTb Nepesaun KOHBEPTOB MeXAY
y3/1aMu HanpsaMY 1cnoab3yeTcs Npu npobaemax nam cbosx B paccolake obHoBaeHu no cetn ViPNet, a

MMEHHO, Korfa OBHOBNEHMNSA Y>Ke BCTYNMUAN B CUAY Ha KOOPAMHATOpPaX, HO eLle He NOCTYNUAn Ha
kaneHTbl. Kak npaBuio, Takne CUTyaumm BO3MOXHbI NPY NepeHoce KAWeHTa 3a Apyroun
cepBep-MapLipyT1saTop uam npu komnpometauum B cetn ViPNet.

Mpumeyanue. Mpu o6HoBAeHUN MO ViPNet ¢ Bepcum 4.3.x Ha Bepcumto 4.5.x Bce HacTpoeHHble
npsiMble KaHa/ibl aBTOMaTUUECKM 3aMEHAIOTCS Ha COeMHEHVEe Yepes koopanHaTtop. Mpu
H606XO,£I|VIMOCTVI Bbl MO>XXeTe CHOBa HaCTpOUTb NpAMYHO nepejadvy KOHBEPTOB MeXy CETEBbIMU

y3namu.

LleHTp ynpaenesua

MFTP MFTP o
e T T — 1
......................... = S d
i g 'y
| PN N i
HNenopaa  dannoesii CnywebHsin
noYTaE ofimeH KOHBERT

PucyHok 4. [Nepedaya koHB8epmMos8 Mex0y y31amu Hanpsamyro

ViPNet MFTP 4. PykoBoACTBO agMUHWUCTpaTopa
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s HacTpoWikM Nepegayn KOHBEPTOB MEXAY ABYMS CETEBLIMM Y3/1aMU HamnpsMyHo:

1
2

o N o

OctaHoBuTe cnyxo6y ViPNet TpaHcnopTHbin Mogynb (mftp).

Ha nepBoOM y31e oTKponTe ana pefakTMpoBaHns KOHOUrypaunoHHbI Gann mftpconf . xml. 1o
YMOJIYaHWIO OH PacnoJsIOXeH B nanke Kar4yen n cnpaBoYHMKOB:
C:\ProgramData\Infotecs\ID Vana\

B KoHdUrypaumoHHom dpaiine HaanuTe CeKLUMo Channel C NapaMeTpoM Name, COBMNaAaroLLUM C
MMeHeM BTOPOroO y3na.

[ns napameTpa Transit YKaXuTe TO e 3HaYeHne ugeHTndunkaTopa BTOPOro y3/1a, YTo 3a4aHo Ans

napameTtpa ID. [py OTCYTCTBUM AaHHOrO NapameTpa co3jalite ero.

Ana napameTpa Call flag yKaXuTe 3Ha4eHMe true.

[Ana napameTpa Call timeout yKaXuTe 3HaueHue 300.

CoxpaHuTe n3MeHeHus B darne v 3anyctute cnyx6y ViPNet TpaHcnopTHbii Mogynb (mftp).

BHecuTe aHanornyHble U3MeHeHWs B KOHOUTYPaLMOHHbIN daia BTOPOro y3/1a, KpoMe napametpa
Call timeout, A5 HETO OCTaBbTE 3HAUYEHME MO YMONUAHMIO —1.

Jonyctum, Tpebyetcs HacTpouUTb Nepesady KOHBEPTOB HaMPsAMYH MeXJAy y3namu Operator (ID —
2A15000D) U User (ID — 2A15000cC). [Ana atoro:

1

Ha y3ne Operator B paine C:\ProgramData\Infotecs\2A15000D\mftpconf .xml HAKAUTE CEKLMIO

Channel CO CTPOKOW <Name>User</Name>.

CkonupyWiTe naeHTUdMKaTOp y3aa U3 CTPOKM <ID>2A15000C</ID> U BCTaBbTE B CTPOKY
<Transit>2A15000C</Transit>.

,U,J'IFI napameTpa Call flag YKaXuTe 3HaUeHWe true, 414 MapaMeTpa Call timeout — 300.

B{ c\ProgramData\InfoTeC542A15000D\mftpconfaxml - Notepad++ — O x
File Edit Search View Encoding Language Settings Macre Run Plugins  Window 7 X
¢ B3 s 3 & (&) ey @ s | BE|I=1 ED

== mftpcor xml Iﬂl
26 EI <Channel> -~

27 <ID>2A15000C</ID>

28 <Mame>User</Name>

29 [<Tzansit>2a15000¢</Transit>

30 <Type>MEftp</Type>

31 <Ip>0.0.0.0</Ip>

32 <Port>5000</Port>

33 <QOff flag=false</0Off flag>

34 <:Call_flag:»tmem"tall_flag:>

35 <:Call_t,irr.e0'.1t,:>3[lD<:,:“Call_time0'_1t:>

I </Channel> v

length:. Ln:1 Col:1 Sel:0|0 Dos\Windows UTF-8 w/o BOM INS

PucyHok 5. Hacmpotika npamozo kaHana Ha y3ne Operator

Ha y3ne User B dainie C:\ProgramData\Infotecs\2A15000C\mftpconf.xml HaWAUTE CEKLMIO

Channel CO CTPOKOW <Name>Operator</Name>.

Ckonvpyite naeHTMduMKaTop y31a U3 CTPOKM <ID>2A15000D</ID> U BCTaBbTE B CTPOKY
<Transit>2A15000D</Transit>.

ViPNet MFTP 4. PykoBoACTBO aZMUHUCTpaTopa |
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6 [lns napametpa Call flag yKaxKuTe 3HaUYeHWe true, ANS NapaMeTpa Call timeout OCTaBbTe

3HayeHune -1.

File

[&f c\ProgramData\InfoTeC5\2A415000Ckmftpconfaml - Notepad-++
Edit Search VWiew Encoding Language Settings Macre
sHHEERGEEa stMkloaeny|xc|[ER

= mftpconf xml E3 |

Run

40
41
42
43
!
45
46
47
48

[i] <Channel>

<ID>2A15000D</ID>
<Mame>0Operator<,/Hams>
<Transit>2A15000D</Transit>|
<Type>Mftp</Type>
<Ip>11.0.0.3</Ip>
<Port>5000</Porc>

<QOff flag>false</0ff flag>
|<call flag>true</Call flag> |
<Call_ timeout>-1</Call timeout>
I  </Channel>

length:-

Ln:1 Col:1 Sel:0]0 Dos\Windows

- O X
Plugins  Window 7 X
Y =1 EE
~
W
UTF-8 w/o BOM INS

PucyHok 6. Hacmpolika npsmozo kaHana Ha y3ne User

B pesysnbTaTe 06MEH KOHBEPTAMU MEXAY CETEBBIMU Y3/1aMW Operator U User OyAeT OCYLLECTBAATLCA

Hanpsmyto (6e3 yyactna koopauHaTopa).

ViPNet MFTP 4. PykoBoACTBO aZgMMHUCTpaTopa
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PaboTta C ouepesbro 1 XypHaNI0M
KOHBEPTOB

OnncaHme 1 HaCcTPOMKa XypPHana KOHBEPTOB

>KypHan KOHBEPTOB MNnpeacTtaBadeT cobo 633y OTnpaBAeHHbIX N NOJYyYeHHbIX KOHBEPTOB N COAEPXUT
I/IHCbOpMaLI,I/II-O O MOJIHOCTbIO MPWUHATLIX, OTNPAaBJIEHHbIX, YAa1€HHbIX N NOBPEXAEHHbIX KOHBEPTaX.

Ecan nHpopmauma 06 ncxoaaiem KOHBepTe COAEPXKUTCA B XXypHane KOHBEPTOB, 3HaUUT OH 6bin
OTNpaBJ/IeH Ha CETeBON y3e/ Nosyyatens (B OTMUMe OT KOHBEPTOB B OUepesM, KOTOpble OXUAaoT
OTnpaBKw).

s npocMoTpa 1 aHanusa XypHasia KOHBEPTOB MOXHO BOCMOJ/Ib30BaTbCs MPOrPaMMOi «TPaHCMOPTHbIN
MOZY/b» UM TEKCTOBOW KOMKWeEW XypHana (4aMmnom).

YT06bI U3MEHUTL HACTPOMKM XXypHaNa 1 ero TeKCTOBbIX KOMUIA:
1 OcraHoBuTe cnyxby ViPNet TpaHcnopTHbIi Moayab (mftp).

2 OrtkpoWite a1 pefakTMpoBaHWs KOHOUTYPaLMOHHbLIN Gain mftpcont . xml. [0 yMONYaHMIO OH
pacrnosioxXeH B nanke Katoyemn 1 CrnpaBoYHUKOB:

C:\ProgramData\Infotecs\ID Vs3ma\
3 B cekunn Journal y6eAVITer, UTO AN NapaMeTpa UseJournal YKa3aHO 3Ha4YeHUE true.
4 Tpun HeOHXOAMMOCTN U3MEHUTE NapaMeTPbl MO YMOJIYAHNIO:

0 MaxSize — MaKCMMaNbHOE KOJIMYECTBO 3anucel B XypHae, KOTOpbIA OTobpaXkaeTcs B
nporpamme «TpaHCNOPTHbIA Mogyab». [Tpn NepenoaHeHnm XypHana 3anucu byayt
nepe3sanuncbiBaTbCs HauMHas ¢ CaMOW CTapoM.

o JournalFile — umsa dalina Ans TeKCTOBOWN KONUK XypHana (gamna).
o MaxDumpArchDays — CKOJbKO JHel caefyeT XpaHWUTb Aamrbl.

o MaxDumpArchSizeMb — CYMMapHbIA pa3Mep AaMMoB.
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Q{ *c\ProgramDatat\InfoTeCS\2A13000D\mftpconfxml - Notepad++ — O >
File Edit Search View Encoding Language Settings Macre Run Pluging Window 7 X
sEEHB = QLEH D|c_-__9 |ﬁﬁbﬁ|<§ %ll_"-'_t_-'_ = ;EL_JB“E‘E‘
= mitpeonf t!i]
1 ~
<Journal>
16 <:U3eJD'Jrnal:>true<:;’UseJo‘:,lrnal:>|
161 <Max5ize>1420000</MaxSize>
laz2 <JournalFile>mftpenv.log</JournalFile>
163 <MaxDumplhrchDays>90</ MaxDumphrchDayss
164 <MaxDumphrchSizeMb>500</MaxDumphrchSizeMbs>
165 </ Journal>
- ]
length: 4790 lines: 184 Ln:160 Col:34 Sel: 0|0 Dos\Windows UTF-8 w/o BOM INS

PucyHok 7. Hacmpolika napamempos sedeHus XXypHana

5 CoxpaHuTe nsmeHeHus B daine u 3anyctmte cay6y ViPNet TpaHcnoptHbii Moaynb (mftp).

[ 1oOCMOTpP XypHana KOHBEPTOB

MpocMOTp XypHana KOHBEPTOB MOXKET BbITb NMoJe3eH A aHann3a Tpadurka CeTEBOrO y3/1a U COCTOAHNS

KaHana coefnHeHws.
[Ans npocMoTpa XypHana KOHBEPTOB:
1 OTKpoWTe TPaHCMOPTHbIN MOAYAb O4HUM U3 CNOCOOOB:
o B ViPNet Client Bbibepute Mpuno>keHns > TpaHCNOPTHbIA MOAY/b.

o B ViPNet JenoBas nouta Bbibepute TpaHcnoprT.

o B ViPNet Jenoas nouta Bbibepnte MHCTPYMeEHTbI > TPaHCNOPTHbIA MOAY/b.

2 Ha BK/1lagke KOHBeprI YKaXuTte HYy>XXHbl€ NapaMeTpbl OTO6pa)KEHI/IFI KOHBEPTOB U HAXKMUTE KHOMKY

Mownck.

ViPNet MFTP 4. PykoBoACTBO agMUHWUCTpaTopa
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&l ViPNet Tpancnoprheii Mogyne — O X
CocToAHue  KoOHBEpTEl

OThpaBuTens: | Bce \Zl Cobeimme: Ece 7 D Hauano
Mony4aTens: | Bce \Zl MMA KoHBEPTa: [mpmyvtcl7.ctl | D KoHew

Mowmas OumnctTs
Bp\elma CoBeitne OtnpasuTens Meoayyatens Pasmep (baiT) ™

34 QULU-UI-LE IUSE KOHBEPT OTNPAE eKCaHgp LIENT 1 19y
35 2020-01-22 10:04:32 KoHeepT oTnpae EKCaHAP Client 1 140
36 2020-01-22 10:04:32 KoHEEpT NpuHAT Hpeee Anexcangp 2827
37 2020-01-22 10:04:32 KoHBEpT NpuHAT Hpbes Anexcangp 2834 .
38 2020-01-22 10:04:32 KoHeepT oTnpae EKCaHAP Client 1 140
39 2020-01-22 10:04:32 KoneepT oTnpae eKcaHap Client 1 140 -
40 2020-01-22 10:04:31 KoHeepT npuHaT Hpbee Anekcangp 2814 -
41 2001-06-29 03:30:02 KoneepT oTnpae eKcaHap Client 1 140 -
42 2001-06-2903:30:02 KeneepT otnpae cKCaHap Client 1 140 - v
£ >
3anucel B crMcke: Beer

PucyHok 8. [lpocmMomp XXypHasaa KoHeepmos

[ns npocMoTpa XypHana KOHBEPTOB B TEKCTOBOM daitne:

1 TMepengute B Nanky KAHOUEW NMoJb30BATENSA, MO YMOIHYAHMIO:

C:\ProgramData\Infotecs\ID Vs3ma\

2 C noMmoLLpbHo TEKCTOBOTO peAakTopa oTKpoKTe dain XXypHana C Hy>XHOW AaToM
mftpenv.log.YYYY.MM.DD.

Ecam nHpopmMaLmsa 06 NCXoZaLWwEeM KOHBEPTE COAEPXKMUTCA B XXypHane KOHBEPTOB, 3HAUUT OH Obi
OTNpaBJ/IeH Ha CETEBOW y3e/ NoJsiyyaTtens (B OT/IMUMe OT KOHBEPTOB B OYEPEAN KOHBEPTOB, KOTOpPbIE
oxugaroT otnpasku (cM. Onpoc KooparHaTopa v MPOCMOTP CTaTUCTUKM)).

Onpoc KoopAMHATOPa M MPOCMOTP CTAaTUCTUKM

Ouepesb KOHBEPTOB COAEPXUT B cebe MHGOpMaLMIo 06 ncxoaawmux KoHBepTax (cM. Tunbl KOHBEPTOB),
OXXWAAOLLMX OTNPaBKy CeTeBbIM y31aM. ECim ouepesb KOHBEPTOB MycTas, 3Ha4YNUT BCE NCXOAALLME
KOHBEPTbI Obl/IM OTMPaBJ/IeHbl MO Ha3HayeHuto. ECn B ouepeam eCcTb KOHBEPTHI, Bbl MOXeETe
nonpo6oBaTh BbIACHUTb MPUUMHY MPOBIEMbI MU CBA3ATLCA CO CTY>KO60M NoAsepPKK.

Cepsuc MFTP ckaHupyeT ouepesb Ha Haanume KOHBEPTOB, BPEMA HAXOXAEHUA KOTOPbLIX B ovepeam
ncrekno. Takme KOHBEPTbI YAANAOTCA U3 OYepean 1 NMOMELLAIOTCA B «KOP3WHY» — Manky Trash.

[Ana npocmoTpa oyepean KOHBEPTOB:
1 OTKpoWTe TPaHCMOPTHBIN MOAYAb OJHUM U3 CNOCOOOB:

o B ViPNet Client Bbibepute MNpuaoxkeHns > TpaHCNOPTHbINA MOAY/b.

ViPNet MFTP 4. PykoBoacTBO agMuHucTpatopa | 21



3

o B ViPNet enosas nouta Bbibepute TpaHcnoprT.

o B ViPNet [lenoBas nouta Bbibeprte IHCTPYMeHTbI > TPaHCNOPTHbIA MOAYb.

Ha Bknagke CoctosHue B nosie KoHBepTOB B oUepean oTobpaxkaeTcs KOJMYEeCTBO KOHBEPTOB,

KOTOpble He BblIM OTMNPaBEHbI.

ig‘a ViPMNet TpancnoptHed Mogyne

CocTosmme KoHsepTel

Bcero ysnos:

OTKPBITEIX CORAMHEHIAR:
¥ aaqHbIX EOED.HHEHMIH:

HeyAaHHEIX COSAMHEHNIA:
MPUHATEIX KOHBEQTOB:
OTNPaENEHHEIX KOHBEPTOE:

KoHBERTOE B oHEpeai:

Bpena paboTel (MuH):

OnpocuTe |

Onpoc 3aseplwer

PucyHok 9. lNpocmomp o4depedu KoHeepmoa

Ha s1ol xe BKJlagKe MOXHO NMOCMOTPETb O6LI.I,yI-O CTaTUCTUKY MO NPUHATBIM U OTNPaBJIEHHbIM

KOHBEpTaM.

YT006bI HeMeANEeHHO NOJIy4YNTb KOHBEPTbI CO CBOEro KoopauHaTtopa, HaXXMUTe KHOMKY 0I'Ip0CI/ITb.

Bo3MOXHbIe MPUUMHBI OLLIMBOK MNpU Nepesaye KOHBEPTOB:

HEI'IpaBVI.ﬂbHO YCTaHOBJIEHHbIE CBA3WN MEXAY CETEBbIMU Yy3/1aMW.

He obHoBneHHOe BoBpeMs MO ViPNet.

ViPNet MFTP 4. PykoBoACTBO agMUHWUCTpaTopa
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[ pynmbl HaCTpOeK
KOHOUTYPaLMOHHOIO Ganna MFETP

KoHpurypaumoHHbIi $ain TpaHCMOPTHOrO MOAYAA COCTOUT U3 HECKObKUX CEKLIMIA, KaxXAas 13 KOTOPbIX
COAEPXUT onpeaeneHHbln Habop HacTpoek MFTP. Ana moayna MFTP MOXHO HacTpouTs:

e KaHanbl, N0 KOTOPbIM BYAET NPOUCXOANTE OBMEH AaHHbIMU Mexay y3namu cetn ViPNet (cm. Cekums
Channel).

e PacnosoxeHwne TpaHCNOpTHbIX Nanok (cm. Cekuwnsa Directories).
e [lapameTpbl permcrpaumm KOHBepToB B XypHane (cM. Cekuuma Journal).

e CeKkuumn Misc, Debug W Server ABAAIOTCA CNY>KEOHBIMY, N3MEHEHMWE 3TUX CEKLIMI MOXET NPUBECTY K
HapyLweHuto paboTtocnocobHocTn moayns MFTP 1 ceteBoro y3na.

Cexupa Channel

CeKkumMK Channel cofep>kaT HaCTPOWMKWN KaHaNoB (CM. YrpaBaeHne KaHanaMu nepesayv KOHBEpPTOB), MO
KOTOPbIM MOXET OCYLLEeCTBAATLCA OOMeH AaHHbIMU Mexay y3namu ViPNet. Kaxxgomy kaHany
COOTBETCTBYET CBOS CEKLMSA Channel. KOAMYECTBO NapaMeTPOB B KaXAOM CeKLMM 3aBUCUT OT TUMa
BblOpaHHOro KaHasa. Mo ymonyaHuio npu cosganum ¢arina KoHGUrypaLmm Bce TMMbl KaHaNoB
yCTaHaB/AMBalOTCA B 3HaUYeHWe mftp, TO eCTb BblbmpaeTca kaHan MFTP.

BHumaHue! [lobaBneHne v yaaneHne cekumii Channel OCyLLeCTBASETCA
A aBTOMaTU4ecKy, MO3TOMY He cnesyeT f06aBAATb U YAANATb CEKLUN JaHHOTO TUna
BPYUHYHO.

CeKuMn Channel COAepXKaT psj OBLMX NapamMeTpoB A4S KaHanoB nr6oro Tvna:

e ID— YHMKabHbIN 4-6aliTOBbLIN naeHTUdPMKaTop ceteBoro y3na ViPNet, ¢ KoTopbIM ycTaHaBAMBaeTCA
obmMeH no AaHHOMY KaHaJy. MAEHTVIq)VIKaTOp npeacraB/ieH B WeCTHaguaTepnyHoM Buae, Hanpumep:
0x270e000a.

/A\ BHumaHue! MapameTp ID HeNb3a U3MEHATb BPYUHYHO.

e Name — MMs ceTeBoro y3na ViPNet. 3ToT napameTp HOCMT MHOOPMALIMOHHBIN XapakTep.

® Type — TWUM KaHana. MOXeT NpuMHMMaTb CleayroLume 3HaYeHUA: Local (NOKaAbHbIW KaHan), Mftp
(kaHan MFTP).

Mo YMOJ/IYaHUIO 3HaYveHne napamMmeTpa Mftp AnA BCeX Y3/10B.
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Transit — NapamMeTp, yKa3sblBatoLLMiA, KAKOMY y3/ly Ha CaMOM fesie HeOBXOAMMO OTMPaBUTh
KOHBepT /11 AaHHOTO MapLipyTa (BO3MOXHa Liernoyka nepeHanpasaeHui).

Mo ymMonyaHUio 3HaYeHre napameTpa 3aBUCUT OT MapLUPYTOB, 3aZaHHbIx B nporpamme ViPNet
LleHTp ynpaBneHus ceTbro A Tekyllero y3ia. Hanpumep, eciv TpaHCNopTHbIM MOAynb paboTaet B
KayecTBe KoopaMHaTopa, TO y BCex kaHanoB Tekyleli cetu ViPNet gaHHbI napameTtp 6yaet
OTCYTCTBOBATb, a A4/ Y3/10B APYruX CeTel napameTp Transit OyAeT ykasblBaTb Ha LLIHO30BOW
KoopauHaTop. [ns y310B APYyrux ceTelt HeObX0AMMO yKa3blBaTb B NOJe Transit agpec
KOOpAMHaTOpa B TOM Xe CeTH, YTO U caMm y3en. Ecam TpaHCNOpTHbIM MOoAyab paboTaeT B kavecTse
K/INEHTa, TO A/19 BCEX Y3/10B NMapameTp Transit OyAeT yka3blBaTb Ha COBCTBEHHbIN KOOPAMHATOP.

Off flag — MpPW3HaK OTKJIOYEHUA KaHana (true nan false).

Mo yMonyaHuto 3HaueHWe napameTpa false. YCTaHOBKa napamMeTpa B 3HaYeHWe true NO3BOASET
BPEMEHHO OTK/IOUMTb KaHa. B TakoM cnyyae ncxoasiume KOHBEPThI, MepesaBaemMble MO 3TOMY
KaHasny, 6yayT ocTaBaTbCsl B oUepesn 40 Tex Nop, Noka KaHan He ByaeT BKIOYEH MAN MHULMATOPOM
COeAVHEHNs MO JaHHOMY KaHasly He CTaHeT YAaleHHbIN cepBep-MapLUpyTU3aTop (KOOPAMHATOP).
Ecav nHMLMaTopoM coeuHeHWs B JaHHOM Cly4ae CTaHeT yAaneHHbIN KANEHT, TO NpeAHa3HaueHHble
€My KOHBEPTbI He OTMPaB/AIOTCA, @ STOMY KAVEHTY NepesaeTcs crelunanbHas KOMaHaa, kotopas
BbIK/IFOYAET COOTBETCTBYHOLUMIA KaHa/ B HAaCTPOMKax ero TpaHCMOPTHOro Moayns. Eciv agaHHbIN
napameTp OTCYyTCTBYET, TO UCMOJb3YeTCs 3HAYEHWE MO YMONUYAHWIO.

Call flag — MpuW3HaK HeMea/ieHHOW nepesayn KOHBEPTOB No KaHany MFTP (true nan false).

Mo yMo/iYaHuto 3HaueHVe napameTpa true A/ KaHaJ0B O6MeHa C KOOpAUHATOPaMK, U 3HaUeHue
false — ANA KaHas0B obMeHa ¢ kKaneHTamu. Mpu ycTaHOBKe 3HaYeHWs napameTpa B true MOMbITKa
nepesayn KOHBepTa Mo AaHHOMY KaHany b6yAeT MpOm3BOAUTLCS HEMEA/IEHHO (B MOMEHT MOJlyUYeH s
UM GopMMpPOBaHMA KOHBEpPTA ANS AaHHOrO MapLipyTa). B npoTnBHOM ciydae KoHBepT byaeT
0CTaBaTbCA B OUepeam 4o Tex Nop, Noka He ByAeT ycTaHOBAEHO COeAMHEHME: 1Mo y3en cam
WHULMNPYET COEANHEHME C KOOPAMHATOPOM, IMBO 3TOT KOOPANHATOP UHULMUPYET COEANHEHME
13-3a NePUOAMYECKOro onpoca (MapaMeTp Call timeout). ECIM faHHbBIA NapaMeTp OTCyTCTBYET, TO
MCMOb3YeTCs 3HaYEHME MO YMOJTYaHWIO.

ﬂ'ﬂﬂ Ka>a0ro n3 TnnoB KaHal0B CyLeCcTBYHOT CI'IeLI,I/Iq)I/Il-IeCKI/Ie napamMeTpbl.

MNapameTpbl ana kaHana MFTP

[na kaHana MFTP B ceKunn <Channel> AONOJAHUTENbHO 3aJar0TCA CeyroLme napameTpsbl:

Ip — IP-agpec yganeHHoro ceTeBoro ysna. 3HayeHne 4aHHOroO napaMeTpa 3anpaLivBaeTcs y cayxobi
ynpaeneHus gpansepom 3awutbl ViPNet. Ecam oHo no kakmmM-nnbo npnumHam He 66110 coobueHo
(paBHO 0.0.0.0), TO €r0 MOXHO 3a4aTb BPYYHYHO, @ 3aTeM Mnepe3anycTuTb TPaHCMOPTHbIA MOAYb.
[JaHHbIN NapameTp MOXEeT U3MEHATLCA B NpoLecce paboTbl, MO3TOMY KOPPEKTUPOBATb €0 BPYUHYHO
He pekoMeHJayeTcs.

Port — 3Ha4eHune nopTa, N0 KOTOPOMY OCYLLEeCTB/IANIOCh NochejHee yaaydHOoe MFTP-COEAVIHeHl/Ie.
JTO 3Ha4eHue 6yA8T MCNoJib30BaTbCA Npun CJ'Ie,CI,yFOLLI,EI\/’I nonbiTke coeanHeHnA C 3TUM Y3JIOM.

ViPNet MFTP 4. PykoBoacTBO agMuHuUCTpaTopa | 24



e Call timeout — WHTEpBaJ OMNpoOCa (B CEKYHAAX) COOTBETCTBYHOLLErO YAaNeHHOrO CETEBOrO y3na.
Bpems cieaytoLLero onpoca OTCUNTLIBAETCA OT MOMEHTa Pa3pbiBa NMOCAEAHErO COEAUHEHMSA C 3TUM
y3/10M.

Mpw 3HaueHUM NapamMeTpa -1 OMNpocC He NpounssoamnTcs. 1o yMoaYaHuo 3HaueHWe napameTtpa -1
Ansa Bcex y310B. Ecam faHHbI NapaMeTp OTCYTCTBYET, TO UCNOJIb3YETCH 3HAUEHMNE MO YMOJIUAHWIO.

//A\\ BHumaHwme! MMapameTp Port Helb3A M3MEHATb BPYUHYHO.

MapameTpbl A kaHana Local

[nsa kaHana Local B CeKuuun Channel AOMNOJNHUTENBHO 3a4a€TCA NapaMeTp:

e Path — MOJIHbIN NyTb K MarnkKe, B KOTOPYH MOMELLATCH UCXOAALLME KOHBEPTbI A5 LAHHOTO KaHana.
Manka gomkHa pacnonaratbcs Ha ogHoMm koMmnbtoTepe ¢ ViPNet Client, 3agaBatb ceTeByto nanky
Henb3s. B npouecce paboTbl TPAHCMOPTHLIM MOAY/1b CO3AA€eT B 3TOM Marnke noAgnanky Local, B
KOTOPYH NOMELLAOTCA UCXOASLLME KOHBEPTDI.

Cekuma Directories

[laHHas cekuus cOaepXXUT paj NapamMeTpoB, ONPeensoLWMX NyTU K TPAHCMOPTHbLIM narnkam, TO eCTb K
nankam, y4acTBytoLWUM B 06MeHe KOHBEPTAMU U X 06paboTke. 3T NapaMeTpbl 3a4at0T /IMLIb OCHOBHbIE
nanku. BcnomoraTesnbHble Nanky Co34atoTcs TPAHCMOPTHLIM MOAY/IEM B NpoLecce paboTbl Kak NoAnanku
OCHOBHBIX. MNpu co3gaHnm KoHGUrypaLMoHHOro daina 3HauyeHWs NapamMeTpPOB 3TOM CeKL MM OMNpeseseHbl
MO YMOJIYAHWIO OTHOCUTEIbHO Marnku, Cofepskalllein CnpaBOYHMKM W KAHOUM.

MpumMeyaHue. TpaHCNOPTHBIV MOAY/b MPU KaXAOM 3arycke NpOBepsieT CyLLeCTBOBaHNe
nanok, 3afjaHHbIX 3TUMUW NapaMeTpamu, 1 Npu HeoHXOAMMOCTN CO3AaeT UX.

CEKLI,VIFI Directories COAEPXUT Caeayroline napamMeTpbl.

e InDir — MOJIHbIV NYyTb K Narnke, B KOTOPY MOMELLATCA MOAHOCTLIO NPUHATbIE KOHBEPTHI. 1o
YMOJIYaHWIO 3HaYeHVe napameTpa in

e OutDir — MOJHbIN nyTb K Nanke, B KOTOPYH NOMeELLakoTCA CCbOpMI/IpOBaHHbIe KOHBEPTbI 414
OTnpaBKW. Mo YMOAYaHNIO 3HaYeHUE MapaMeTpa out.

e TmpDir — MOJHBIA MyTb K Narnke, CAy>Xallen AN BHYTPEHHUX Liesiei TpaHCMopTHOro moayns. Mo
YMOJTHaHUIO 3HaYeHWe napameTpa tmp.

e TrashDir — MOJHBIA MNyTb K Narnke, B KOTOPYH NOMELLAKOTCA YCTapeBLUMEe KOHBEPTbI U3 oYepesm
NCXOAALLMX KOHBEPTOB — TaK Ha3blBaemas «KOp3unHa». [1o ymoayaHuto 3HaueHne napameTpa trash.

e InvalidDir — MOJIHBIV NyTb K Narnke, B KOTOPY NOMELLAIOTCA NMOBPEXAEHHbIE (HEKOPPEKTHbIE)
KOHBepTbl. [10 yMOAYaHUIO 3HaUYeHVe napaMeTpa invalid.
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ForKcDir — MOJHbIN NyTb K Narke, B KOTOPYO NOMeLLatoTca Gpainbl * . sok € 3anpocamu Ha
ceptudukatel ans nporpammel ViPNet Ygoctosepsatowmin n katoueBom LeHTp. Mo ymonvaHuio
3HaveHne napameTpa ccc/for ke.

ForKcSentDir — MOJIHbIN MyTb K Marnke, B KOTOPYtO noMeLlatotca ¢alibl * . sok € 3anpocamm Ha
ceptudukarsl, yxe otnpasneHHble B ViPNet YaoctoBepstowmii 1 kKnroUueBon LeHTp. o ymoavaHuio
3HaueHne napameTpa ccc/for kc_s

FromKcDir — MOJIHbIA NyTb K Narke, B KOTOPYH TPaHCMOPTHbIN MOAY/b MOMeLLAeT Galibl * . sok C
oTBeTaMu OoT nporpammbl ViPNet YaocToBepsitowmin n knroueBom LeHTp. Mo ymonyaHuto 3HaveHme
napametpa ccc/from kc.

LocalPath — MOJHbIN MyTb K Narnke, B KOTOPYO Apyrue ceTeBble y3/bl MOMELLaT BXOAALL e
KOHBEPTbI, MepesaBaeMble Mo JIokaabHOMY KaHany. MNanka AoskHa pacnonaratbCsl Ha O4HOM
komnbtoTepe ¢ ViPNet Client, 3agaBaTb ceTeByto nanky Hesnb3s. [0 yMon4YaHUIO 3HavYeHMe NapameTpa

local.

Cexupsa Journal

Cekums Journal COAEPXKMT MapameTpbl HACTPOMKM XypHana KoHBepToB, 0bpabaTbiBaeMbix

TpaHcnopTHbIM Mogynem MFTP. B npouecce paboTbl TPaHCMOPTHBIN MOAYAb 3anucbiBaeT MHGOPMaLMIO

06 0bpaboTaHHbIX KOHBEpPTaxX B CrieunanbHyro 6a3y JaHHbIX, Ha3biBaeMYyHO XXypHasioM KOHBepPTOB. B

XypHan 3aHoCUTCA MHbOPMaLUs:

O MONIHOCTbHO MPUHATbLIX KOHBEPTAaX;
06 OTnpaB/eHHbIX KOHBEPTAaX;
06 yAaneHHbIX KOHBePTax;

O NoBpPeXAeHHbIX KOHBEPTaXx.

basza AaHHbIX XXypHasla KOHBEPTOB BEAETCA B BUAE 6I/|HapHOFO q>a|7|na mftpenv.db, KOTOprI7I pPacnosoxeH

B Manke K4Yel N CNPaBOYHMKOB: C: \ProgrambData\Infotecs\ID Yzma\

CeKLI,VIFI Journal COAEPXUT Caeaytolimne napaMeTpbl:

UseJournal — BK/JHOUYEHWE WM BbIKJIHOUYEHWE BEAEHWNS XypHaia B TeKyLLEM ceaHce paboTbl
TPaHCMOPTHOrO MoAyAs (true WAK false). [0 yMOAUaHMIO 3HaYeHWe NapamMeTpa true. ECam gaHHbIN
napameTp OTCYTCTBYET, TO UCMONb3YeTCs 3HaYEHME MO YMONYAHMIO.

MaxSize — MaKCMMasJbHOE KOJMYeCTBO 3anucer B dalisie XXypHana KoHBepToB. [Tpy NpeBbilLeHNM
yKa3aHHOro pa3Mepa OCyLLEeCTBASETCA 3amnMCb NOBEPX CaMblX CTapbIX 3anucen. MNpv nameHeHUn
MaKCUMMabHOTO pasmMepa >XypHasa B npouecce paboTbl MPOUCXOANT PEKOHCTPYKLMA daina. B
C/lyyae yMeHbLUEHWsA pa3Mepa MO CPaBHEHWIO C NMpeablAyLLMM 13 daiina yAanstoTCs 3anucn ¢
HavboJsee cTapbiMy gatamu. 1o ymonuaHuo 3HayeHve napameTpa 1420000. Ecav gaHHbIA napameTp
OTCYTCTBYET, TO UCMOJIb3YeTCA 3HaUYeHME MO YMOAYaHWIO.

JournalFile — npeduKC MMeHU TeKCTOBOTO dalina, B KOTOPbIV OCYLLLECTBASAETCA peryaspHas
BbIrpy3ka MHGOpMaL MM 13 XXypHana KoHeepToB (gamn). o ymoayaHuIo 3HaYeHne napameTpa
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mftpenv.log. Noctdumkc nMeHn dalina onpesensercs Tekyllen gaton. Hanpumep, ¢ann gamna
MOXeT UMETb UMSA mftpenv.log.2018.09.18.

MaxDumpArchDays — MaKCMMaJibHbIN CPOK XpaHeHWs Aamnos, dhalibl cTaplue 3TOro cpoka
yAaNaroTCs.

MaxDumpArchSize — MaKCUMaJbHbI pazMep cyMmMmbl gamnoB. Ecnv o6bem Bcex dpainioB npesbilaeT
MaKCMMaJibHbIM pa3Mep, TO AaMribl C Hanbosiee CTapon AaTou yAanatoTcs.

ViPNet MFTP 4. PykoBoacTBO agMuHuUcTpatopa | 27



A

BO3MOXHblE HEMOIaAKM
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Ha KoopAMHaTopax He
MPUMEHAKOTCA MEXCETEBbIE
HACTPOWIKM

Mpw 3MeHeHWM LLHO30BOro KOOPAMHATOPa BalLel UAn JOBEPEHHOW ceTh agMuHucTpatop LIYCa
oTnpasaseT 06HOB/IEHWS CNPaBOYHUKOB Ha y3Abl ceTh ViPNet. Mpun 3ToM Ha koopanHaTopax B
KoHbUrypaunoHHoM darine MFTP Lwit030BOM KOOPAMHATOP HE U3MEHAETCA aBTOMaTUYeckn. YTobsl
NPUMEHNTb U3MEHEHUA, Ha KaXAOM U3 KOOPANHATOPOB Ballei CEeTW BbINOJHUTE CleytoLime AeNcTBUsS:

1 OcraHoBuTe cnyxby ViPNet TpaHcnopTHbIi Moayab (mftp).

2 Ypanute KOHOUrypauUMOHHbIA $ain mftpcont . xml. [10 yMOAYAHWIO OH PACMOOXKEH B Marnke
K/HOYeN 1 CNpPaBOYHMNKOB:
C:\ProgramData\Infotecs\ID Vs3ma\

3 3anyctute cnyx6by ViPNet TpaHcnopTHbii Mogynb (mftp). Byaet cozgaH HOBbIW

KOHOUIypaLnoHHbIN daiin.

4 Yb6epuTech, UTO B KOHOUIypaLMOHHOM daliie B CEKLMAX Channel ANA NapaMeTPOB Transit yKa3aH
HOBBIN MAEHTUOMKATOP LLIHO30BOrO KOOPAMHATOPA.
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Owmbka BbI30Ba NPU ONpPoOCe
KOOPAMHATOPA

Ecnv npu onpoce koopguHatopa (cM. Onpoc kooparHaTopa v NPOCMOTP CTaTUCTUKN) NOSBAAETCA
coobuieHne «Owmnbka BbI30Ba», BO3MOXHbI C/leAytoLine NPUYMHBI:

e OO6HoBAAOTCA CcNpaBoYHUKN U Karoun ViPNet. JoxanTecs, Korga OOHOBAEHWS YCTaHOBATCA 1

noBTOPUTE ONpPOC.

e ViPNet MFTP paboTaet HenpaBuabHo, nepesanyctute cayxby ViPNet TpaHcnopTHbii Mogynb
(mftp) 1 NnoBTOpPKTE ONPOC MK OBpaTUTECh B CY>KOY TEXHUUECKON noaaepkn (cM. ObpaTHas

CBfA3b).
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TepMUHbI 1 COKpaLLLEHNA

ViPNet LleHTp ynpaBneHusa cetbro (LYC)

MporpamMMma, BxogsLias B coctaB nporpammHoro obecneudeHus ViPNet Administrator. MpegHa3HaueHa
A9 CO3JaHNA 1 ynNpaBieHna KOHPUrypaLen ceTu 1 No3BONSET PeLUnTb ClefytoLie OCHOBHbIE 3aJaqun:

e OCTPOEHMeEe BUPTYyasbHOW CETU (ceTeBble 0OBEKTbI U CBA3N MEXAY HUMW, BKIOUAs MEXCETEBbIE);
e V3MeHeHWe KoHdUrypauum ceTy;

e dopmMMpoBaHME 1 paccblika CNPaBOYHUKOB;

e paccbliika KJIOYel Y310B 1 KAoUen nonb3oBaTenen;

. q)OpMMpOBaHI/Ie VIHCI)OpMaLI,VIVI O CBA3AX No/Ab30BaTENEN ana yAOCTOBepHI'OLLI,eFO n Kn1ro4eBsoro
LEeHTPa;

e 3aZaHuve NOJHOMOYUIA Noab3oBaTenel ceTeBbix y3108B ViPNet.

BupTtyanbHas 3almiieHHas ceTb

TexHoorns, NO3BOAALLAA CO34aTb JIOTMYECKYO CeTb, YUTOObI 06ecrneynTb MHOXXECTBEHHbIE CEeTEBbIe
COeMHEHNA MeX/y KOMMbIOTEPaMM UM NOKaNbHBIMUN CETAMU Yepes CYLLLeCTBYHOLLYHO GU3NYECKYHO CeTb.
YpoBeHb f0Bepus K TaKOW BUPTYasIbHON CETU He 3aBUCUT OT YPOBHSA JOBepUA K PU3NUECKNM CETAM
6narogaps UCNob30BaHNIO CPeACTB KpunTorpadum (LIndpoBaHUs, ayTeHTUPUKALMN) N CPEACTB
MepCcoHaNbHOMO U MEXCETEBOro 3KPaHMpPOBaHMA.

,ﬂ,OBepeHHaﬂ CeTb

Cetb ViPNet, c y3namu koTopow y3nbl cobctBeHHoM ceTn ViPNet ocylecTBasAOT 3almiLeHHoe
B3avMOZencTBue.
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KnneHnt (ViPNet-kaneHT)

CeteBol y3en ViPNet, KOoTOpbI ABASETCA HayalbHOM UM KOHEYHOW TOUYKOW Nnepesayn faHHbIxX. B
OT/IYME OT KOOPAMHATOPA KANEHT He BbIMOHAET QYHKLUN MapLLpyTU3aLmm Tpaduka u cayxebHom
nHbopmaumm.

Kntou obmeHa

CYMMETPUYHBIW KIHOY, N3BECTHBIA OTNPaBUTENIO M Noay4YaTento 3awmdpoBaHHOW MHPopMaLm,
KoTopoli obMeHmBatoTca ceTeBble y3bl ViPNet. Vicnonb3dyetca ans 3awmppoBaHuna 1 pacumdposaHms
nepesaBaembiX JaHHbIX.

KoopawnHatop (ViPNet-koopanHaTop)

CeteBoii y3en ViPNet, npeacraBastownin cobom KOMMNbOTEP C YCTAHOBAEHHBIM NPOTrPaMMHbIM
obecrneyeHmem koopauHatopa (ViPNet Coordinator) nam nporpaMMHo-annapaTHbii KoMnaekc. B cetu
ViPNet-koopamnHaTop BbINOAHAET cepBepHble GYHKLMM, a TakKe MapLupyTusaunio Tpadurka n cny>xebHowm
NHPopMaumn.

MapLpytmsauyms

Mpouecc Bbibopa NyTn AN nepegayn MHGOpPMaL MM B CETU.

Me>xceTeBoe B3anMOENCTBUE

MHdbopMaumnoHHOe B3anMogencTBue, opraHmsoBaHHoe Mexay cetamu ViPNet. MNo3sonseT y3nam
pa3anyHbIx ceTeln ViPNet obMeHMBaTbCA MHPOPMaLMel No 3alMLLeHHbIM KaHanam. [lia opraHmsaumm
B3aVIMOAENCTBUNA MeXAyY y3namu pa3nnyHbix cetein ViPNet agmMuHmcTpaTopbl 3TMX ceTelh 0bMeHMBatoTCA
MexceTeBon MHbopMaLmen.

Manka Kato4yen ceTeBOro y3na

Manka, B KOTOPOM HaxoAATCA Katoumn ceTeBoro y3na ViPNet n cnpaBouHuku.

MpuknagHas KBUTAHLUMS

®aiin, onoseLLaoLWnin OTNPaBUTENS O JOCTaBKe U (MAK) NPOUTEHUN NPUKNAAHOTO KOHBEpTa.

MpuknagHOM KOHBEPT

®aiin, bopmumpyemblin npunoxerHusmn ViPNet (Hanpumep, «[enosas nouta», «®annoBbli 0OMeH») ans
nepeaavun Apyrum CeTeBbiM y3/iam.

CeteBow y3en ViPNet

¥Y3en, Ha KOTOPOM YCTaHOBJ/IEHO NporpammHoe obecneveHne ViPNet, 3apernctpnpoBaHHbIi B
ynpasasatouiem MO.

ViPNet MFTP 4. PykoBoacTBO agMuHucTpatopa | 32



Cetb ViPNet

Jlornyeckas ceTb, OpraHn3oBaHHas C MOMOLLLIO NporpammHoro obecneveruns ViPNet
npeacTaBastoLLas cobor cOBOKYNHOCTb 3alumiLeHHbix y3noB ViPNet. Cetb ViPNet nmeet HanoxeHHyto
MapLupyTM3aLmio, obecrneunBaroLLyto B3anmogencTene y3nos cetu. Kaxxgas cetb ViPNet nmeet ceoi
YHUKa/IbHbI HOMep (MAeHTUdUKATOP).

Cny>kebHbI KOHBEPT

®alin, KOTOPbIN MOXET CofepKaTb OOHOB/IEHME CNPaBOYHMKOB W KAtOYel Ui o6HOBAEHME
nporpammHoro obecnevenmns ViPNet. CryxxebHbIi KOHBEPT NpeAHa3HaveH 414 3agau
agMUHUCTPUPOBaHMA 1 popmupyetca B nporpamme ViPNet LleHTp ynpasneHus cetbto nam ViPNet
Network Manager.

TpaHCcnopTHasa KBUTaHLMA

®aiin, onoseLLatoLLNn OTNPaBUTENs O HEBO3MOXHOCTM JOCTaBKM TPaHCMOPTHOro koHeepTta MFTP.

TpaHcnopTHbIV cepBep MFTP

KomnoHeHT koopamHaTopa, obecrneumBatoLLniA MapLIpyTU3aLLMIO TPAaHCMOPTHBIX KOHBepTOB MFTP MeXxay

y3namu cetn ViPNet.

TpaHcnopTHbIN cepBep MFTP

KomMnoHeHT nporpammHoro obecrieveHus ViPNet, npegHasHauyeHHbIR ans obMeHa MHGopMaLumen B ceTu

ViPNet.

LLinto30BOM KOOPANHATOP

KoopgaunHaTop, Yyepe3 KOTOPbIA OCyLLEeCTBASETCA OOMEH TPaHCMOPTHLIMU KOHBEPTaMU MeXAY CETAMU
ViPNet, ycTaHOBMBLUMMUK MeXCETEBOE B3amMogelicTeme. LLnto3oBbie KOOpANHATOPBI Ha3HaYakoTCs B
ViPNet Administrator kaxxaoi ceTu Npu opraHM3aLumn B3anMoAeNCTBUA MEXAY ABYMS Pa3NUHbIMU
cetamun ViPNet.
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